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Cyberattacks on the Internet of Things (IoT) can be the source of major economic
damage. They can disrupt production lines, manufacturing processes, and supply
chains. They can adversely impact the physical safety of vehicles and transportation
systems, and damage the health of living beings both through supply chains for
food, medicines, and other vital items, as well as through direct attacks on sensors
and actuators that may be connected to vital functions. Thus, securing the IoT is
of primary importance to our societies. This paper describes the technical approach
that we adopt for IoT security in the SerIoT Research and Innovation Project that
is funded by the European Commission. We first discuss the risk scenario for the
IoT and briefly review approaches that have been developed to mitigate such risks.
Then, we discuss a policy-based lightweight approach that mitigates risks at the
level of the attachment of IoT devices to a network. We follow this with a detailed
proposal based on using a distributed Machine Learning approach to risk and attack
detection in real time, as well as suggestions for future work.
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5.1 Introduction
The IoT may extend to billions of objects and sensors connected to Clouds,
databases, decision systems, and actuators [3]. It has the potential to improve the
critical processes that are at the heart of our socio-economic systems [9, 31] composing a data-driven society [42]. However, the pervasive nature of the IoT raises
risks that go way beyond the individual technologies such as the internet or wireless
networks [16] and machine-to-machine systems [44]. In addition to risks related to
system malfunctions, Quality of Service (QoS) failures, and excessive energy consumption, they also include the theft and tampering of data, conventional network
attacks, and other attacks that attempt to deplete the energy of autonomous sensors
and actuators [6, 17, 20, 22, 25, 37].
In Information and Communication Technology (ICT), risk management
embraces different processes intended to deal with the identification, assessment,
and mitigation of risks, which are derived from vulnerable ICT systems or potential
cybersecurity attacks [38]. However, the scale and heterogeneity of IoT systems sets
out significant challenges for the implementation of a risk management approach.
On the one hand, IoT represents the current trend to hyperconnected systems;
therefore, risk management aspects must consider the relationships and dependencies among different devices that could affect to the security level of a certain system or deployment. On the other hand, IoT deployments are usually composed
by components with resource constraints, which are installed in uncontrolled environments with default security configurations. These constraints also make IoT
devices and systems an attractive target for possible attacks. Furthermore, due to
the potential huge number of devices in IoT deployments, there is a real need to
consider risk management approaches with a high degree of automation to efficiently identify and mitigate new risks affecting such systems. These approaches
should be able to represent the relationships among devices, vulnerabilities, and
attacks of the overall deployment.
To create a suitable risk management methodology for the IoT, holistic
approaches are required to understand the probability and impact of potential
risks affecting devices and systems. As a core process of risk management, risk
assessment has been strongly considered in recent years by IoT researchers [36].
However, assessing risk is in itself insufficient, and we must design IoT networks
that can detect and then mitigate security risks, but also mitigate other risks that
may arise regarding the overall performance of the system by preserving QoS
and offering energy efficient operation of the system [47]. Thus, a continuing
overall evaluation of the risks introduced by IoT systems and their networks
is needed, and this paper offers a view of risk identification and mitigation as
applied to IoT systems, based on our work in the SerIoT Project supported by the
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European Commission [15]. In particular, we propose a system called Autopolicy,
which is intended to enforce security profiles according to the intended communications of a certain IoT system with other devices or systems. This approach
reduces the attack surface of the system and, consequently, the probability of
cybersecurity risks. Furthermore, we complement this mechanism with a detection approach, which uses a distributed anomaly detection scheme based on deep
learning (DL) and graph networks [2, 53]. Localized anomaly detection methods at IoT ports and network routers can also be investigated [4]. The mitigation method we proposed in this paper exploits network Self-Awareness [18, 29]
centered on Software Defined Networks [11] that can achieve secure and QoSbased routing of significant traffic flows using machine learning and adaptivity
[8, 12, 45, 50].
The structure of the chapter is as follows: Section 5.2 analyzes the main processes
composing a risk management and the challenges associated to the IoT paradigm.
Then, the description of the Autopolicy approach is described in Section 5.3. Furthermore, Section 5.4 provides a detailed description of our approach for the detection of attacks and anomalies in IoT-based DL and graph networks.

5.2 Risk Management in IoT
The process of risk management is composed of different elements [38] including
risk assessment and the definition of risk mitigation solutions. In particular, according to the definition provided by the National Institute of Standards and Technology (NIST), the risk management includes “(i) the conduct of a risk assessment; (ii)
the implementation of a risk mitigation strategy; and (iii) employment of techniques
and procedures for the continuous monitoring of the security state of the information
system” [21]. Therefore, risk management implies the assessment, mitigation, and
monitoring of risks.
Risk assessment is defined in CNSSI-4009 [51] as the process of “identifying,
prioritizing, and estimating risks”. This includes determining the extent to which
adverse circumstances or events could affect an enterprise. However, as described
by [36, 41], risk assessment in IoT could be more difficult to implement in comparison to traditional ICT systems because of the pervasive connectivity of the IoT
devices and the different potential interfaces (e.g., different wireless standards or
middlewares), which can increase the attack surface. The assessment of the impact
can also be critical in specific categories of IoT devices like the cyberphysical systems (e.g., an automated vehicle) or healthcare (e.g., insulin distributor) as a cybersecurity threat can have quite damaging consequences. Another challenge of the
IoT domain for risk assessment is that IoT systems (e.g., a smart home or a smart
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vehicle) can be composed of many different devices that, in turn, could be comprised of several components with a different security level. This means that the risk
assessment of a certain system will depend on the security level associated to each
part of the system. For this aspect, the main challenge is related to the way in which
each risk value could be aggregated to provide a reliable value for the whole system.
A number of risk assessment methodologies have been developed in the literature
and applied in some cases to the IoT domain. For example, the Common Weakness
Scoring System (CWSS) [26] is a methodology to prioritize software weaknesses.
The main motivation is to provide means to different stakeholders (e.g., software
testers, or manufacturers) for quantifying the risks associated to a specific weakness. This way, the corresponding stakeholder can prioritize the weakness to be
solved based on the estimated risk. Various metrics (i.e., Base Finding, Attack Surface and Environmental metric groups, which in turn contain different metric to
quantify the CWSS score associated to a certain weakness) are used to produce a
final CWSS score between 0 and 100. The main challenge is obviously the quantification process as cybersecurity risk is more difficult to quantify especially in the
IoT domain [36]. A similar approach is also used in the Common Vulnerability
Scoring System collection (CVSS) [32], which is based on three group metrics:
Base, Temporal, and Environmental. Unlike CWSS, CVSS is used in discovered
vulnerabilities (i.e., the known known). The CVSS is widely used today as it is
used in the National Vulnerability Database (NVD) created by the NIST. In the
IoT literature, CVSS and CWSS schemes are used in combination to assess the risks
in Bluetooth technology, where the authors extended the authentication metric to
include new security factors inherent to the Bluetooth technology [40]. CVSS and
CWSS have also been used as an input in the process of cybersecurity certification
of IoT devices in [27, 28]. Finally, another quantitative risk assessment scheme is
DREAD, which is used to compute a risk value associated to a certain threat or
vulnerability based on the use of five categories: Damage potential, Reproducibility, Exploitability, Affected users, and Discoverability. It was used at Microsoft, and
currently, it is used by OpenStack. In [5], DREAD is applied to the mobile healthcare domain due to its simplicity.
As already mentioned, risk identification is a core process of a risk assessment approach. In this direction, threat and vulnerability assessments are usually
employed to identify risks to organizational operations, and the evaluation of those
risks in terms of likelihood of occurrence and impact if they occur. In turn, for
the identification of threats and vulnerabilities, Intrusion Detection Systems (IDS)
have been widely used [7] by monitoring and analyzing the network and/or system events. However, previous considerations make the application of well-known
IDSs more challenging into IoT systems. Indeed, one of the popular approaches
in literature is to analyze the data produced by IoT device to identify potential
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anomalies. A potential weakness of this approach is the difficulty to anticipate the
attack as the anomaly is created when the attack is already ongoing or it is completed. Moreover, machine learning capabilities have been increasingly become
more powerful in recent times, and a complex security attack may be composed by
a sequence of attacks steps. Then, the research objective is to the detect the initials
steps in the attack.
These aspects are already highlighted by [52], which provides a comprehensive
taxonomy of IDSs for IoT. Authors classify IDSs according to different parameters,
such as the placement strategy (distributed, centralized, and hybrid) and detection
method (signature-based, anomaly based, specification-based, and hybrid). In particular, anomaly based detection techniques are used to detect new attacks by comparing the normal behavior of a certain system with its actual activity. This approach
could leverage the inherent nature of IoT systems, which are usually composed of
special purpose devices. This aspect is considered by the recent Manufacturer Usage
Description (MUD) standard [24], which is aimed to restrict the communication
to/from a certain IoT device. To generate such intended behavior, anomaly detection techniques have widely used machine learning techniques, and in [49], a distributed anomaly detection approach in which each node monitors its neighbors
is proposed, where monitoring nodes inform other nodes about security problems.
In [30], deep autoencoders to detect anomalous network traffic of IoT devices are
discussed and tested for different commercial IoT devices in the presence of IoT
botnets such as Mirai. In our case, we describe a risk monitoring approach based
on a multi-agent system and DL techniques for automatic feature extraction and
anomaly detection that is described in Section 5.4.
As the next step of a risk management approach, risk mitigation focuses on the
goal to mitigate the risks through different means: (a) avoiding the risk (e.g., not
using a specific interface), (b) reducing the risk by implementing specific countermeasures (e.g., intrusion detection), or (c) transfer the risk to some other entity
(e.g., an insurance company). In the IoT domain, the mitigation of risk is more
difficult to achieve because of the limited computing capabilities of IoT devices,
which makes more difficult the implementation of sophisticated countermeasures.
The transfer of the risks is also difficult as IoT devices are often standalone systems
(e.g., a sensor). A potential approach to mitigate IoT security risks is the integration of Software-defined Networks (SDNs), in order to restrict communications
from/to IoT devices. Indeed, the application of SDN techniques into IoT scenarios
has attracted a significant interest from academia in recent years. For example, [13]
describes an architecture for managing the obtaining and enforcement of MUD
restrictions, which are enforced by SDN switches. In this direction, our approach
is based on an architecture to identify and mitigate security risks based on the communication profiles of IoT devices that is described in the next section.

Autopolicy System

5.3
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The deployment of IoT scenarios requires new approaches to manage cybersecurity
risks throughout the life cycle of devices composing such scenarios. In recent years,
diverse proposals have been developed to address risk management aspects, in order
to realize the best security practices for IoT (such as those defined by the (ENISA)
[10]). In this direction, [33] proposed a system for automatically identifying the
type of IoT devices that are connected to a network and enforcing security rules to
restrict the communication of potentially vulnerable devices. Indeed, authors proposed the use of SDN techniques for the enforcement of such rules. Furthermore,
[1] designed an automated approach to derive network security policies, as well as
a multi-layered policy enforcement architecture.
Based on the considerations from previous works, our approach (Autopolicy)
addresses several aspects of risk management in IoT scenarios. On the one hand, it
reduces the attack surface and, consequently, the potential security risks associated
to IoT devices by enforcing traffic profiles to be defined either by the device’s manufacturer, or automatically. On the other hand, it links the obtaining of such profile
to the authentication process of the IoT device, so that only traffic profiles from
legitimate devices are obtained and enforced. Furthermore, it integrates a decentralized mechanism based on a Multi-agent System (MAS) for risk monitoring that
is described in the next section. This way, Autopolicy helps to identify and monitor risks in a certain IoT network through traffic profiles, in order to mitigate the
impact and likelihood associated to well-known threats, such as DoS attacks.
Autopolicy follows a similar approach to the recent IETF standard Manufacturer Usage Description (MUD) [24], which defines an architecture and data format to obtain and define network profiles for IoT devices. Indeed, MUD has
received an increasing interest from other standardization organizations, such as the
NIST, which recently published a Cybersecurity Practice Guideline [35] describing
the advantages provided by MUD to reduce the potential harm of compromised
devices. It follows a simple data model to generate network traffic rule allowing/
denying the communication to/from a certain IoT device. In our case, we consider
additional aspects, such as the maximum number of connections or restrictions on
the message size, in order to properly react against DoS attacks.
An overview of the Autopolicy design is presented in Figure 5.1. The basic flow
of information starts when a new IoT device joins a network, and it is detected by a
switch (or controller) acting as Device Authenticator, which is responsible for granting/denying the access to such device. This initial authentication process is usually
called bootstrapping [14], and it is used to exchange the corresponding cryptographic material between the IoT device and controller for authentication purposes.
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Figure 5.1. Functional diagram of Autopolicy and of its information flows.

For this purpose, there is a plethora of mechanisms that could be considered to
instantiate this process, for example, based on the use of the Extensible Authentication Protocol (EAP) [48], which is widely considered in the scope of 5G networks. An alternative approach could be based on the OMA LwM2M specification
[43], which explicitly defines a Bootstrap Interface, so that a LwM2M Client can
be registered into the corresponding LwM2M Server. OMA defines four bootstrapping modes (factory, smartcard, client-initiated and server-initiated), and
the use of transport layer security (i.e., TLS/DTLS) and application layer security based on the recent Object Security for Constrained RESTful Environments
(OSCORE) [46].
After the bootstrapping process, the entity acting as Device Authenticator sends
the authenticated device identity to the Profile Manager, which uses the identity to
request the associated traffic profile. For example, following the MUD approach,
the identity could be represented by a X.509 certificate in which a URL is included
to get the traffic profile. In our case, the Profile Manager contacts the Profile Publisher, which manages the traffic profiles of IoT devices. Indeed, this entity follows
a similar role to the MUD File Server [24], which is an entity provided by the manufacturer of the device. An alternative approach for sharing traffic profiles is represented by the use of blockchain as a trusted, distributed and transparent repository
of traffic profiles. This way, manufacturers are enabled to implement smart contracts to manage the creation and update of traffic profiles. It should be noted that
the use of blockchain is also considered in [34] to store cybersecurity information
of IoT devices, including MUD profiles. In case there is not an associated profile
to the device, the Profile Manager contacts the Profile Builder entity to create such
profile based on IP traffic statistics and, optionally, additional information from
other repositories where that device is already deployed.
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Listing 5.1 Traffic profile example.

{

‘ ‘ from_device ’ ’ : {
‘ ‘ rate ’ ’ : 0.1 ,
‘ ‘ allowed_dst ’ ’ : [
‘ ‘ 9 1 . 2 0 0 . 1 . 0 / 2 4 tcp /80 ,443 ’ ’ ,
],
‘ ‘ connections ’ ’ : ‘ ‘10 ’ ’
}
‘ ‘ to_device ’ ’ : {
‘ ‘ rate ’ ’ : 0.1 ,
‘ ‘ blocked_dst ’ ’ : [
‘ ‘0/0 ’ ’ ,
],

}}

The obtained traffic profile is then sent to the Policy Enforcer, which only allows
IP traffic under strict rules defined by the profile. The role of the Policy Enforcer
could be embedded in the controller (or switch) acting as Device Authenticator.
Listing 5.1 shows a simple example of traffic profile to define restrictions on the
communications to/from the device. In particular, rate specifies the maximum
bandwidth (in Mbps); allowed_dst and blocked_dst indicate the IP address, protocol, and port of allowed/denied communications. Furthermore, connections represents the maximum number of connections allowed with a certain device.
While this represents a simple example of traffic profile, we plan to extend this
initial data model and align it with the MUD standard. The described mechanism
was designed for the needs of the SerIoT project as one of the components to prevent and mitigate potential risks in IoT systems. Its role is to secure the network
from the malicious endpoints and ensure that IoT devices behave according to specific traffic rules. It should be noted that the described mechanism is intended to
reduce the attack surface by enforcing the rules associated to the intended behavior of IoT devices. However, it still requires a dynamic approach to continuously
monitor the risks that can be identified through traffic analysis. For this purpose,
next section provides an overview of the risk monitoring approach that is being
implemented in the scope of the SerIoT project.

5.4 Towards Distributed Attack Detection
The recent proliferation of IoT technologies has given rise to a dramatic increase
in the number of edge devices. More devices not only introduce more security vulnerabilities but also greatly increase the volume of transferred data that must be
analyzed in order to detect and mitigate network anomalies. When undetected,
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such anomalies can have a great impact on the robustness and Quality of Service
(QoS) of the attacked IoT infrastructure. The main challenge for anomaly detection methods in today’s IoT network is the analysis of the big amounts of data that
arise from the growing number of IoT devices. Such large volumes of information,
as well as the distributed, large-scale, and heterogeneous nature of the IoT network,
render the goal of (near) real-time anomaly detection difficult to accomplish using
traditional centralized monitoring approaches [23].
In this respect, this work proposes the use of Multi-agent Systems (MAS) for
processing the large amounts of data exchanged by the IoT devices in a distributed
manner. The MAS allows for monitoring of the network traffic using parallel computation, resulting in faster detection times, and thus, improving the security and
QoS of the IoT network. Additionally, when the agents have redundant roles (i.e.,
detection of anomalies regarding the same IoT device by different agents), the MAS
system offers robustness, since it can tolerate failures of one or multiple agents [39].
Finally, MAS also offers scalability, since due to the modular nature of the approach,
adding new agents to the network is easy and straightforward.
The main challenge when implementing MAS is how the agents will exchange
information in order to solve a problem in a cooperative manner [19]. In this
respect, this work utilizes recent advances in AI and Deep Learning (DL) in order
to enable automatic feature extraction and anomaly detection by the agents of the
MAS. Specifically, due to the graph structure of the network communication events,
where nodes represent devices and edges communication, it is natural to consider
DL approaches that deal with graph structured datasets, i.e., Graph Neural Networks (GNN) [53]. This work utilizes as an inspiration the more generic GNN
formulation, proposed by DeepMind [2].
The IoT network is defined as a graph G(V, E, f v , f e ), where each node vi ∈ V
represents either an IoT device or a router, and each directed edge e j ∈ E represents
a directed communication between nodes. Each node and edge is augmented with a
feature vector through functions f v : V → R Nv and f e : E → R Ne , respectively,
where Nv and Ne , the size of node and edge feature vectors, respectively. These
features are calculated using network traffic over a specific time window 1T . The
list of utilized features is presented in Table 5.1.
The agents of the MAS are installed in a subset of the nodes V 0 ⊆ V and
exchange information using the same set of communication edges E. Each agent
comprised of two networks utilized for updating the feature representation of the
adjacent edges and the node they are installed on. These updated features are afterwards utilized for multi-class anomaly detection through another pair of deep learning networks. An overview of this formulation for updating feature representation
through information exchange between the different agents is illustrated in Figure
5.3. Under this consideration, the role of the edge Deep Neural Network (DNN)
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Figure 5.2. The architecture of each DNN agent in the multi-agent anomaly detection
system. The edge Multi-layer Perception (MLP) takes information from the N neighboring
agents and updated the values of the edge features, while the node MLP combines the
updated edge feature values and updates the feature values of the specific node (agent).
Edge features are used for predicting anomalies in the neighborhood, while node features
are used for detecting anomalies in the specific node, using the classifier networks. The
training is performed in a supervised manner using back-propagation with cross-entropy
loss.
Table 5.1. The list of network features used for anomaly detection. The number of features
for each node is Nv = 5 and for each edge is Ne = 3.

#

Target

Feature description

1

edge/node

Average number of packets sent

2

node

Average number of packets received

3

edge/node

Average number of bytes sent

4

node

Average number of bytes received

5

edge/node

Average connection duration

is to integrate information from adjacent nodes, as well as the corresponding edge,
and update this edge’s feature representation. These updated feature representations
for all adjacent edges are afterwards taken as input by the node DNN that updates
the feature representation of the corresponding node. The Node and Edge DNNs
are the same for all agents (i.e., have shared weights), and thus, each agent is able
to learn from events happening to other agents.
Based on the previous definitions, there are in total four DNNs, two used for
updating node and edge feature representations, namely MLP n and MLP e , and
two used for classification of neighbor nodes and the node in which the agent is
installed, namely Classifier neighbor and Classifier node .
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Figure 5.3. The procedure for updating the feature representations of the edges and
nodes visible by each agent. The edge Deep Neural Network (DNN) takes as input the
previous edge feature values and the adjacent agent features, and updates the feature representation of each edge. The node DNN aggregates the information from the
updated edge feature values, and updates the feature representation of the specific node.

Given an agent installed in node v j , the procedure followed for updating the
features of this node and the adjacent edges, as well as detecting anomalies in the
entire neighborhood is formulated as follows:
0

j

i
i
i
e1T
= MLPe (x1T , x1T
, e1T
)
0j

x1T = MLPn

N
1 X
0i
i
concat(e1T
, x1T
)
N

!

i=1

(5.1)

0

i
i
pi = Classifierneighbor (e1T
, x1T
)
0

i
i
p j = Classifier node (e1T
, x1T
)

where x j is the feature vector of node v j where the agent is installed, x i is the
feature of the neighboring nodes in the graph, ei is the feature vector of the adjacent
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edges, and N is the number of neighboring nodes. This computation is performed
with traffic data from a specific window 1T . The MLP n network is applied on the
average of the updated features of each adjacent edge and node. The concant (.)
function takes as input two vectors and returns a larger vector which represents
the concatenation of the two vectors. Equation (5.1) represents a single iteration of
information exchange between agents. Stacking multiple blocks of such operations,
the agents can exchange information multiple times within each time period 1T .
The architecture of this procedure is illustrated in Figure 5.2. The entire network
is trained in a supervised manner using the back-propagation algorithm with crossentropy as loss for multi-class classification.
In this formulation of MAS, each agent is responsible for performing anomaly
detection not only on itself but also on its neighboring nodes. This redundancy
of the role of the agents enables the system to be robust in cases where one or
multiple agents may fail, since other agents will take over the role of detecting
anomalies in neighboring nodes instead of them. The issue that arises, however,
is how to combine the overlapping decisions of the different agents into a single
decision for each node in the IoT network. This work utilizes a simple aggregation
method, where a node is considered anomalous if at least one agent reported it as
anomalous. Alternative more sophisticated aggregation schemes will be considered
in future work.

5.5 Conclusions
The implementation of a suitable risk management approach demands for holistic
approaches for the assessment, mitigation, and monitoring of security risks in IoT
systems. Toward this end, we have provided an initial description of a policy-based
system that is being defined in the scope of the EU SerIoT project. Our approach is
based on the use of network traffic profiles, which specify the intended communications of IoT devices. Such effort is aligned with the recent MUD standard, which
has received an increasing interest from academia and industry during last year.
Autopolicy defines an architecture for obtaining and enforcing traffic profiles, in
order to mitigate potential security risks in IoT systems. Furthermore, it integrates
a distributed machine learning approach for risk monitoring by analyzing the network traffic. As a future work, we plan to adopt the MUD standard as the baseline
to define and extend our traffic profiles to be enforced through the components
defined in the SerIoT SDN architecture. Furthermore, we will provide an implementation and detailed description of our adaptive machine learning approach to
reroute IoT traffic according to the identification of compromised nodes of a certain network.
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